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Key Features

A straightforward guide to address the roadblocks face when doing mobile●

forensics
Simplify mobile forensics using the right mix of methods, techniques, and tools●

Get valuable advice to put you in the mindset of a forensic professional,●

regardless of your career level or experience

Book Description

Investigating digital media is impossible without forensic tools. Dealing with
complex forensic problems requires the use of dedicated tools, and even more
importantly, the right strategies. In this book, you’ll learn strategies and methods
to deal with information stored on smartphones and tablets and see how to put the
right tools to work.

We begin by helping you understand the concept of mobile devices as a source of
valuable evidence. Throughout this book, you will explore strategies and "plays"
and decide when to use each technique. We cover important techniques such as
seizing techniques to shield the device, and acquisition techniques including
physical acquisition (via a USB connection), logical acquisition via data backups,
over-the-air acquisition. We also explore cloud analysis, evidence discovery and
data analysis, tools for mobile forensics, and tools to help you discover and
analyze evidence.

By the end of the book, you will have a better understanding of the tools and
methods used to deal with the challenges of acquiring, preserving, and extracting
evidence stored on smartphones, tablets, and the cloud.

What you will learn

Understand the challenges of mobile forensics●

Grasp how to properly deal with digital evidence●

Explore the types of evidence available on iOS, Android, Windows, and●

BlackBerry mobile devices
Know what forensic outcome to expect under given circumstances●
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Deduce when and how to apply physical, logical, over-the-air, or low-level●

(advanced) acquisition methods
Get in-depth knowledge of the different acquisition methods for all major●

mobile platforms
Discover important mobile acquisition tools and techniques for all of the major●

platforms

About the Author

Oleg Afonin is a researcher and an expert in digital forensics. He is a frequent
speaker at industry-known conferences such as CEIC, HTCIA, FT-Day,
TechnoForensics, and others. Oleg has co-authored multiple publications on IT
security and mobile forensics. With years of experience in the digital forensics
and security domain, Oleg has led forensic training courses for law enforcement
departments in multiple countries.Here are some of the articles written by him-
https://articles.forensicfocus.com/author/belkasoft/
https://eforensicsmag.com/acquiring-windows-pcs/

Vladimir Katalov is the CEO, co-founder, and co-owner of ElcomSoft Co.Ltd.
Vladimir manages all the technical research and product development in the
company. He regularly presents at various events and runs security and computer
forensics training for computer investigative committees and other law
enforcement organizations in multiple countries.

You can find his profile at -
http://nullcon.net/website/goa-14/speakers/vladimir-katalov.php
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Book Description

Investigating digital media is impossible without forensic tools. Dealing with complex forensic problems
requires the use of dedicated tools, and even more importantly, the right strategies. In this book, you’ll learn
strategies and methods to deal with information stored on smartphones and tablets and see how to put the
right tools to work.

We begin by helping you understand the concept of mobile devices as a source of valuable evidence.
Throughout this book, you will explore strategies and "plays" and decide when to use each technique. We
cover important techniques such as seizing techniques to shield the device, and acquisition techniques
including physical acquisition (via a USB connection), logical acquisition via data backups, over-the-air
acquisition. We also explore cloud analysis, evidence discovery and data analysis, tools for mobile forensics,
and tools to help you discover and analyze evidence.

By the end of the book, you will have a better understanding of the tools and methods used to deal with the
challenges of acquiring, preserving, and extracting evidence stored on smartphones, tablets, and the cloud.
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Oleg Afonin is a researcher and an expert in digital forensics. He is a frequent speaker at industry-known
conferences such as CEIC, HTCIA, FT-Day, TechnoForensics, and others. Oleg has co-authored multiple
publications on IT security and mobile forensics. With years of experience in the digital forensics and
security domain, Oleg has led forensic training courses for law enforcement departments in multiple
countries.Here are some of the articles written by him-
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Editorial Review

About the Author
Oleg Afonin Oleg Afonin is a researcher and an expert in digital forensics. He is a frequent speaker at
industry-known conferences such as CEIC, HTCIA, FT-Day, Techno Forensics, and others. Oleg has co-
authored multiple publications on IT security and mobile forensics. With years of experience in the digital
forensics and security domain, Oleg has led forensic training courses for law enforcement departments in
multiple countries.

Vladimir Katalov Vladimir Katalov is CEO, co-founder, and co-owner of ElcomSoft Co. Ltd. Vladimir
manages all technical research and product development in the company. He regularly presents at various
events and regularly runs security and computer forensics training both for foreign and domestic (Russian)
computer investigative committees and other law enforcement organizations.

Users Review

From reader reviews:

Violet Shook:

A lot of people always spent their very own free time to vacation as well as go to the outside with them
household or their friend. Do you realize? Many a lot of people spent they free time just watching TV, or
maybe playing video games all day long. In order to try to find a new activity here is look different you can
read any book. It is really fun to suit your needs. If you enjoy the book that you simply read you can spent all
day every day to reading a e-book. The book Mobile Forensics: Advanced Investigative Strategies it is
extremely good to read. There are a lot of individuals who recommended this book. These folks were
enjoying reading this book. When you did not have enough space to deliver this book you can buy the actual
e-book. You can m0ore effortlessly to read this book through your smart phone. The price is not very costly
but this book possesses high quality.

Rhonda Hoffman:

Playing with family in the park, coming to see the water world or hanging out with pals is thing that usually
you have done when you have spare time, subsequently why you don't try matter that really opposite from
that. A single activity that make you not experiencing tired but still relaxing, trilling like on roller coaster
you already been ride on and with addition associated with. Even you love Mobile Forensics: Advanced
Investigative Strategies, you can enjoy both. It is good combination right, you still need to miss it? What
kind of hangout type is it? Oh occur its mind hangout people. What? Still don't get it, oh come on its named
reading friends.

James Anderson:

Your reading sixth sense will not betray an individual, why because this Mobile Forensics: Advanced
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Investigative Strategies guide written by well-known writer who really knows well how to make book that
could be understand by anyone who have read the book. Written in good manner for you, dripping every
ideas and publishing skill only for eliminate your hunger then you still skepticism Mobile Forensics:
Advanced Investigative Strategies as good book not merely by the cover but also through the content. This is
one guide that can break don't ascertain book by its cover, so do you still needing another sixth sense to pick
this particular!? Oh come on your reading sixth sense already alerted you so why you have to listening to
another sixth sense.

Patricia Dennis:

Are you kind of occupied person, only have 10 or perhaps 15 minute in your morning to upgrading your
mind proficiency or thinking skill actually analytical thinking? Then you have problem with the book than
can satisfy your short time to read it because all of this time you only find book that need more time to be
study. Mobile Forensics: Advanced Investigative Strategies can be your answer since it can be read by an
individual who have those short spare time problems.
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